SATAN

Linux
SATAN Internet SATAN
Linux
SAT AN
SATAN ftp.win.tue.nl pub/security ()
SATAN Wietse Venema
IBM

SATAN 1.1.1



CERT ( ) Web FTP SAT AN
(D FN) FTP ftp.cert.dfn.de
/pub/tools/ net
SATAN
SATAN
1
PGP 2 SATAN Wietse
FTP satan-1.1.1.tar.Z.asc
#pgp satan-1. 1. 1. tar. Z.asc
W ietse Venema PGP key
SATAN C Perl
RPC
Perl
SATAN HTML
SATAN
Unix/Linux SATAN
Web
1
2 Simson Garfinkel "PGP" ( O'Reilly )
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SATAN

Unix root SATAN
Perl 5.0
C
rpcgen RPC SATAN
rpcgen

X W indows

SATAN

SATAN
X Window Uni x
SATAN tar

# unconpress < satan-1.1.1.tar.Z | tar xvf -

satan-1.1.1 satan reconfig
Makefile README

# cd satan-1.1.1

#1s -F

Changes bi n/ perl / rules/ /src
Makefi le*  config/ perl i b/ satan

README ht n / reconf i g* satan. 8

TODO incl ude/ repent * satan. ps
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reconfig

reconfig

# . /reconfig

reconfig Uni x Perl Web
reconfig SATAN Perl script
SATAN reconfig Linux X server Xfree
reconfig reconfig
SATAN
reconfig Perl
reconfig
script Perl PERL
N etscape Mosaic Lynx reconfig
/config/ path.pl
$MOBAI C= [ usr/ bi n/ X11/ chi mer'a;
Mosaic Chimera SATAN
SATAN
(header) Linux tcp_scan udp_scan
fping tcp_scan udp_scan port
fping “ ping” IP

BSD 4.4
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SAT AN

SunOS Solaris System V Unix (SINIX 5.42)

2-1
L inux http://recycle.cebaf.gov/~doolitt/sat an
Linux SATAN
~s atan/include/netinet Linux SATAN

make systemtype SunOS 4.14

# make sunos4

make SATAN

Makefile SATAN

2-1 Makefile

2-1
aix IBM AIX
osf DEC OSF
bsd generic BSD 4.4
bsdi BSDI
dgux Data General UNIX
irix4 SGIIRIX 4
inx5 SGIIRIX 5
freebsd FreeBSD
hpux9 HP-UX 9
linux Linux[_F ];[_F_]tis might requile some modifications; see the section

[ XREF "Running SATAN UnderLinux_]' later in tis chapter

sunos4 SunOS 4.1 x (Solaris1)
sunoss Solaris 2
sysvé generic systemV Release 4 (e.g. SNIX5.42 ReliantUnix ..)
ultrix4 Ultrix 4.x
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Linux
Makefile
SC O Unix
SCo:
@(MAKE) al | LI BS="-Isocket -Insl" \
XFLAGS="-DAUJTH GID T=gid_t - DTl RPC"
sco
Proxy Server
Web proxy
Web Internet proxy server
Proxy
Internet
SATAN proxy SATAN Web
Netscape proxy

Mosai c* ht t pPr oxy: ht t p: // www dg5kx. de/
Mosai c* ft pProxy: ht t p: // ww dg5kx. de/
Mosai c*wai sPr oxy: ht t p: // wmn dg5kx. de/
Mosai c* gopher Proxy: http: // ww dg5kx. de/
Mosai c* newsPr oxy: ht t p: // ww dg5kx. de/

Mosai c*fi | ePr oxy: http: // ww dg5kx. de/
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DNS

DNS
1

I
=

$dont_use_nsl ookup

$dont _use_nsl ookup

I
ey

DN S

SATAN
SATAN SATAN
SATAN

DNS SATAN

SATAN

X Windows

~satan/config/satan.cf

DN S

DNS SATAN

DN S
Web
D NS

Jsatan SATAN

Netscape 3.0

nslookup

satan.cf
Web

Web

SAT AN
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SATAN ( ) repent
SATAN
make repent
SATAN
SATAN SANTA ( )

Linux SATAN

BSD 4.4 Linux SATAN
Linux Linux (kernel)
U nix
reconfig shell bash
bash Linux bash reconfig Perl shell
Perl reconfig shell

# perl ./reconfig

# reconfig
Xfree .Ireconfig reconfig
( ) reconfig
Linux select() Unix tcp_scan

http://recycle. crbaf. gov/~doolitt/satan/tcp_scan.diff2
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SAT AN

Linux SAT AN
fping SATAN

get targets failed — unabl e to expand subnet

timeout ~satan/ perl/targets.pl target_acquisition
timeout

sub target _acqui si ti on
{
| ocal ($target $proximty $level) = @;

| ocal ($t argets_found);

# Bxpand and then coll ect. Pass resul ts through new target() for
# consistent hand ing of constraints and poli ci es.
&open _cnd (TARGETS 120 "$CET_TARGETS $target");

vhil e (<TARGETS>) {

open_cmd 120
$value_timeout Web
satan. cf
show mount (showmount
NFS ) Linux
(overflow) Linux kernel (2.0 )
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SATAN
Netscape
Netscape SATAN Nets cape
SATAN HTML SATAN
HTML Per script Netscape pl
script
Edit->Preferences >N avigator->Applications->Hel pers
application/x-perl
Edit “opl” 0K
Netscape Commnicator Edit->Preferences-

>N avigator->Applications

SATAN

# ./satan

SATAN is starting up. ...

Unabl e to find al | ny network addr esses

#

DNS NIS | etc/hosts



SAT AN

SATAN WW W
SATAN Perl
1P SATAN
SAT AN
D NS N IS
~satan/config/nslookup dont_use_nslookup 1 SATAN DNS

$dont_use_nslookup = 1;

letc/hosts IP

# ./ satan
SATAN is starting up....

Can' t find ny ow hostname: set $dont _use_nsl ookup i n config/satan.cf

#
SATAN
/etd hosts DNS
SATAN hostname, uname, uuname

~/perl/hostname.pl
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