Renegade
HotJva
Navigator
Intemet E xplorer

APPLETS

Applets Signed Applets Java 1.1
A ppl et .class
Applets Java 1.0 applet sandbox
App lets
Applet
1 CA
VeriSign CA
2 Web Applet
Private Key A ppl et
Applet Sandbox
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& Applet
@
Applets
Sun Hotlava, Netscape
Applets
CA

Applet

Key Public Key

Netscape Navigator 4.01

Renegade A pplet

Sandbox

Applets
Applet
CA CA
N avigator Micros oft Internet Explorer
Applet

N et scape Navigator Internet Explorer

Internet Explorer

Public

Applet
Applets

Applet Bug

Applet HotJava 1.0
package Applets
Applets
Applet

Applet



Renegade

R enegade

R enegade
SecurityException
R enegade.java
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Renegade App let
System.getProperty “ user.name”
A pplet sandbox
Try

i mport java.applet.*;

import java.awt.*;

public class Renegade extends Applet {
private String m\Vessage;

public void init() {
try {
m\Vessage = "Your nane is " + System getProperty("user.nanme") + ".";

}
catch (SecurityException e) {

mVessage = "Can’ t get your nane, due to a SecurityException.";

public void paint(Gaphics g) {
g. drawStri ng(" Renegade", 25, 25);
g. drawst ri ng( mvessage, 25, 50);

Applet R enegade.html

<htm >
<head>
</ head>
<body>
<appl et code = Renegade wi dth = 300 hei ght = 200></ appl et >
</ body>
</htm >
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R enegade.html Renegade Applet
System.getProperty () 8-1
Applet Navigator 4.1
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8-1 Renegade applet applet sandbox
HotJava
Applet HotJava
Java Security API HotJava JAR
Applet C jar D
javakey JAR Key
javakey Identity Hotlava JAR
Applet
& Applets user.name
& Applets c:\temp

& Applets www .j osephine.com
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Hot Java
HotJava Applet
1
2 Applet JAR
3 Applet
javakey Key
D Renegade Applet
Applet
javakey

C\ javakey —cs Marian true

Create identity [Signer] Marian [identitydb.obj][trusted]

Keys

C\ javakey -gk Marian DSA 1024
CGenerated DSA keys for Marian (strength: 1024).

MarianC ertificate.directive

i ssuer. name=Mari an

subj ect .
subj ect .
subj ect .
subj ect .

subj ect .

name=Mari an

real . name=Mai d Mari an

org. uni t=Over protected Daughters
org=Royal Castle

count ry=Engl and
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start.date=06 February 1998
end. dat e=31 Decenber 1998
serial . nunber =1001

si gnature. al gorit hm=DSA

out.file=Marian.certificate

_gC

C:\ javakey -gc MarianCertificate.directive

Cenerated certificate fromdirective file MarianCertificate.directive.

Keys
CA
JDK 1.1 CA DK 1.2
javakey Keyt ool jarsigner Keytool CA
JDK 1.2 javakey jarsigner
KeyStore key JAR KeyStore
keytool JDK 1.2 jarsigner
JAR HotJava 1.0 HotJaval.l

JAR
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HotJava jartool JAR A pplet
JAR
jar —cf Renegade.jar Renegade.cl ass
Renegade.class R enegade. jar JAR
D javakey JAR
si gner=Mari an
cert=1
chai n=0
signature. fil e=MARI ANSG
out. fil e=hj Renegade. j ar
MarianSign.directive JAR

javakey -gs MarianSign. directive Renegade.jar

JAR Private Key JAR
hjRenegade. jar
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APPLET

JAR HT ML
Applet hjR enegade html

<htm >
<head>
</ head>
<body>
<appl et code = Renegade. cl ass archive = hj Renegade. jar
wi dth = 400 hei ght = 200></ appl et >

</ body>
</htm >
R enegade.class hjRenegade jar HTML
HotJava Renegade.class Applet
Renegade.class HT ML JAR
Hotlava hjRenegade.html HotJava Applet
user.name 8-2
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8-2 HotJava

Appl et
HotJava
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HotJava
Hotlava Applets
HotJava Edit->Preference->Applet Security
Advanced Security Settings
Verify

OK
8-3
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Applet
User default permissions for this site or certificate
Applet may access all properties HotJava
R enegade Applet
Hotlava
Applet
CA JDK
1.1 JDK 1.2 K eytool CA
jarsigner JAR
HotJava
Netscape Navigator
A pplet
N etscape Navigator JAR javakey
HotJava Navigator
Applet N avigator Navigator
A pplet Key Applet
CA 19.95 VeriSign
http ://ww w.verisign.com/ “ Class 2 Digital ID”
Veri Sign

CA VeriSign
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VeriSign VeriSign
20
VeriSign
& Class 2 20 VeriSign
@ Clxss3 400 VeriSign
N avigator Class 2
VeriSign htt p://www.verisign.com/
N avigator
Key Public Key VeriSign V eriSign
URL Navigator
Navigator Private Key
N etscape zigbert
VeriSign
Navigator Applet
N etscape codebase trust http://developer.netscape.com/library/technot e/

security/sectn2.html
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HotJava Renegade Applet
N etscape Navigator Applet
Navigator
sandbox Applet Netscape
Capabilities API
1 A pplet C apabilities API Navagitor
Applet Applet
2 N avigator Applet
R enegade Applet
Capabilities API
Applet Netscape Java
Applet Capabilities
API App let
Applet Applet
A pplet R enegade Applet

i mport java.applet.*;

import java.aw.*;

netscape.security.PrivilegeManager

i mport netscape. security. PrivilegeManager;

public class PrivilegedRenegade extends Applet {

private String m\essage;
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public void init() {
try {
Privi | egeManager . enabl ePri vil ege(" Uni ver sal PropertyRead");
mVessage = "Your nane is " + System getProperty("user.nanme") + "."
}
catch (netscape. security. Forbi ddenTar get Exception e) {
mvessage = "Can’ t get your nane, due to a Forbi ddenTarget Exception.";
}
catch (SecurityException e) {

mVessage = "Can’ t get your nane, due to a SecurityException.";

public void paint(Gaphics g) {
g.drawstring("Privil egedRenegade", 25, 25);
g. drawst ri ng( mvessage, 25, 50);

CLASSPATH N etscape Java

c:\ Program Fi | es\ Net scape\ Conmuni cat or\ Program Java\ Cl asses\j ava40. j ar

http: //devel oper.netscape.com/library/documentation/signedobj/capsapi.html
C apabilities API
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APPLET
N etscape zigbert http://developer.netscape.com
/library/documentat ion/signedobj/zigbert/ zigbert Zigbert
JAR
JAR
PriviledgeR enegade.class
signdir zigbert
Keys Win95
N etscape Key c:\Program Fil es\N etscape\users\jonathan
VeriSign

C:\ zigbert -d"c:\Program Fil es\ Netscape\users\jonathan" -k"Jonathan B Knudsen Veri Si gn
Trust Network ID' signdir

usi ng key "Jonathan B Knudsen Veri Sign Trust Network ID'

using certificate directory: c:\Program Fil es\Netscape\users\jonathan
Cenerating signdir/META-I NF/ manifest.nf file..

--> Privil egedRenegade. cl ass

CGenerating zigbert.sf file..

usi ng key database: c:\Program Fil es\ Net scape\ users\jonat han/ key3. db

tree "signdir" signed successfully

C\
zigbert META-INF
APPLET
zigbert
PrivilegedR enegade.class JAR
zigbert zip JAR
JAR
PriviledgeRenegade. class Archive File)

signdir



C\ zip -
addi ng:
addi ng:
addi ng:
addi ng:

C\
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r ..\nsRenegade.jar *

Privil egedRenegade. cl ass (deflated 44%
META- | NF/ mani fest. nf (deflated 14%
META- | NF/ zi gbert . sf (deflated 27%
META- | NF/ zi gbert.rsa (deflated 40%

zigbert

C:\ zigbert -d"c:\Program Fil es\ Net scape\users\jonathan" -v nsRenegade.j ar

using certificate directory: c:\Program Fil es\ Netscape\users\jonathan

archive "nsRenegade. jar" has passed crypto verification.

verified PrivilegedRenegade. cl ass

C\
0.6 0.6a
zigbert 0.6 nsvcrtd.dll
0.6a
zigbert 0.6a zigbert 0.6a
zigbert 0.6a zigbert
0.6 zigbert msvcertd.dll
c\windows\system)
zigbert 0.6 msvcert.dll
msvcrt.dll
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Applet
HT ML Netscape Applet
PriviledgeRenegade.class
nsk enegade.jar HTML nsRenegade html
<htm >
<head>
</ head>
<body>

<appl et code = Privil egedRenegade. cl ass archive = nsRenegade. | ar
wi dth = 400 hei ght = 200></ appl et >

</ body>
</htm >
PriviledgeRenegade.class nskR enegade.jar
nsR enegade.html .class
Jar Applet
Applet PriviledgeR enegade.class
Applet
Navigator nskR enegade.html HotJava
N avigator Applet sandbox
Navi gator Applet 8-4
R emeber this decision
N avigator
Applet
Communicator Security Info Javal JavaScript
Applet 8-5

Edit Priviledges
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Internet Explorer

Microsoft
Microsoft CryptoAPI
Applet
IE App let
w ww.microsoft.com/ java/ SD K for
Java 2.0
Microsoft
20 Applet
VeriSign http://www .verisign.com/
SDK for Java SDK-

Java2.0\Bin\PackSign

MakeCert -sk Jonat hanKey -n CN=Jonat hanConpany Jonat han. cert

Jonat han.cert JonathanKey
secret Key Key MakeC ert Key
Private Key -n
SPC Software
Publisher Certificate SDK for Java
SPC

Cert 2SPC Jonat han. cert Jonat han. spc



Key
VeriSign
Windows 95
NT

APPLET

Micros oft Applet
cabarc

cabinet
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R enegade.class

cabinet
cabinet

cabinet

C:\ cabarc n ieRenegade.cab Renegade. cl ass

M crosoft (R) Cabinet Tool
Copyright (c) Mcrosoft Corp 1996-1997. All

Creating new cabi net

-- addi ng Renegade. cl ass

Conpl et ed successful l'y

C\

‘i eRenegade. cab’

- Version 1.00.0601 (03/18/97)

rights reserved.

with conpression *

SPC Private

Private Key SPC
Private K ey

.cab

MBZI P :
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APPLET

SignCode
cabinet

Si gnCode -spc Jonat han. spc -k Jonat hanKey i eRenegade. cab

JonathanK ey Private Key cabi net
Jonathan.spc ieRenegade cab
CA SPC Private Key
VeriSign Jonathan.spc
Jonathan.pvk R enegade Applet

Si gnCode -spc Jonat han. spc -v Jonat han. pvk i eRenegade. cab

ChkTrust cabinet

ChkTrust i eRenegade. cab

cabinet
cabinet

Applet

HT ML Applet 1E
HT ML ieR enegade. html

<htm >

<head>

</ head>

<body>
<appl et code = Renegade width = 300 hei ght = 200>
<param nane = cabbase val ue = i eRenegade. cab>
</ appl et >

</ body>

</htm >
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renegade. class HTML
1E R enegade

1E ieR enegade. html
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8-6 IE applet

IE Applet
sandbox
HotJava Applet sandbox
Microsoft ActiveX ActiveX
Java Applet

Microsoft Netscape C apabilities API
http://www.microsoft.com/java/s ecurity/
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Applet
& Applet
& B ug
Applet
Applet
Applet
Applet Applet
Sun Java
Activator Nets cape IE plug-in Java
JRE Java Runtime Environment Applet Java
A ctivator
Navigator Java Netscape
C ommunicator Netscape

JVM JVM



