NT Registry

(ACLs)
SYSKEY
HK L M\SAM

Resource Kit

NTREG MO N
Registry

NT Registry

NT DOS Window s 3.x
NT Registry NT

271
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NT 4.0 user profiles
NT 4.0
NT
HKCU
6
Internet E xplorer URL
NT

% systemroot%!\ profiles\Default User

Ntuser.dat
Registry hive NT
HKU
HKCU
Registry hive
1. R egEdt32 HKU H KU
2. - Hive...

NT Win95

System Policy Editor

NETLOGON
Ntus er. dat

hive HKCU
hive

R egE dt32

%systemroot%\profil es\D efault User

N T user.man

— —

NETLOGON
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3. RegEdt32 hive
DefaultUserProfile  RegEdt32 hive
4. hive .
Everyone:R ead
HKCU
5. RegE dt 32 hive
hive
6. hive . Hive
hive
1 NT Registry Registry IN |
NT 16 Win3.1
Registry 32 INI -
Windows 95 Desiged for Window s 95
R egistry
16 Registry
INI
INI NT
“ initiali zation file mapping ” “
mapping " Registry Registry
INI
Ron Petrusha Inside the Wind ows 95 Registry 5
16 DOS Win95 Registry
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NT Windows
dock desk accessory 32 RegEdt 32
16

— 16 32 — Registry

INI NT
INI

NT 1 API Window s

INI
NT mapping key
Registry NT
INI

H KL M\SOFTWAR E\
Microsoftt Window s N T\CurrentVersion\IniFileMapping

Clock.INT Win.IN 1 SYSTEM.INI
Win 3.1 INI section R egi stry
Windows 3.1 Clock
media controller interface MCI Registry
INI
Registry R egistry
client
32 Registry
6

mail



Registry / 275

32 Registry
NT RISC W in95
Win 3.x NT
NT Registry INI
INI
IN 1 INI
/
INI
[Encryption]
Def aul t Si gAl gori t hnFRSAW t hSHAL
Def aul t Encrypti onAl gori t hn=DES3- EDE- CBC
W peFi | esWhenDone=1
“ Encryption” “ D efaultSigAlgorithm”
“ DefaultE ncrypti onAlgorithm” “ WipeFilesWhenDone”
INI Registry
HKLM\SOFTWA REWM icrosoftitWindows NT\CurrentVersion\
IniFileMapping IN1
ccmail.ini
IniFileMapping
NT
INI Registry
INI

API
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HKL M\SOFT WA RE\Microsoft\Windows NT\CurrentVersion\
IniFileMapping\Crypto.INI

E ncryption
NT Crypto.INI "Encryption" Registry
NT Registry
HKLM\Software\Crypto\
CurrentVersion\Settings R egistry
Encryption NT
INI Registry
Encryption NT “ Signature”
“ <No Name>" “ D efault”
NT
8-1
8-1
SYS H KLM\Software SYS:Netscape HK LM\Software\
Netscape
USR HKC U USR :Software\Qualcomm\Eudora
HK CU\So fiware\Qualcomm\Eudora
! Registy INI
@ NI Registry

# INI Registiy
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Entrust Technologies(http://ww w.entrust.com/ Entrust 16
32 Entrust IN1
R egistry R egistry
Entrust INI
1. HKLM\SOFTWARE \Microsoft\Windows
NT\C urrentV ersion\IniFileMapping
entrust.ini
2. Entrust
HK CU\Software\Entrust Other

E ntrust Settings

3. Entrust.INI “ Entrust Settings”
entrust.ini Entrust Settings
@U SR:Software\E ntrust\E ntrustSettings
NT “ Entrust Settings’
@ INI
4, entrust.ini #U SR :Software\E ntrust\Other
NT INI entrust.ini

HKC U \Softw are\Entrust\O ther

8-1 RegE dit
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TR AREE BRI WRD Z2E

BIRO) REND SREAHE

A4 FAED HKEY _CURRENT_USER
=1 HKEY_CURREMT_USER
- [#1 AppEvents

771 Console

=1 Control Panel

=771 Enwironment

|+

=1 ELDC
-1 Keyboard Layout
- 1571 Printers
- =1 Software
F71 ACD Systems =
- 57 AliceSaft
771 EntrustSettings
71 Other
571 inetstp LII
% _FRI HEEY L
[ 771 FontSubstitutes _I
771 GRE_Initialize:
I 71 Image File Execution Options
=1 IniFileM apping
1771 Clack.ini
771 contral.ini
- =1 entrust.ini
771 ImageFileE secutionD ptions. ini
[#1 KeyboardLayout. ini
771 msacm.ini
71 Ntbackup.ini
771 nitnet.ini
771 regedt32.ini
771 schdpl32.ini
51 system.ini
=71 wirini
771 windisk. ini b
= 1770 wirffile. ini
T ML
[~ 71 MCI Extensions
T MCE2 LII
8-1 INI

Windows NT 3.51

3.51
R egistry

Registry

R egistry
NT 4.0 SP4 SP5
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R egistry
R egistry
R egistry ACL HK LM\SYSTE M\
CurrentControlSet\Control\SecurePipeServersiwinreg NT Shell
Registry
accesss control list
restriction key
Registry
Registry
NT Server 4.0 NT Workstation 4.0 NT
Registry
1
R egE dt32 HKLM\SY STEM\C urrentControlSet\C ontrol
2. =
SecurePipeServers SecurePipeServers
- winreg
3. Description REG_SZ winreg
description “ Registry Server”
NT
Workstation 4.0 service pack HKLM\SY STEM\

CurrentC ontrol Set\C ontrol\SecurePipeServers winreg
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winreg .
R egistry
8-2
5 R egEdt32 Registry
-] x
B#HE REED BHD R FEE BERO "B SRS =181 =]
[=1 HKEY_LOCAL_MACHIME a || Dezcription : REG_5Z : Registry Server
1571 HARDWARE
1571 54M
=
571 SOFTWARE
=1 5YSTEM
- =71 ContralS et001
- =71 Control5 et002
- =1 CurrentControlSet
- =1 Contral
: Q Efaosts\u"erificationProgram B, winme
71 ComputerM ame BER (D) Administrators
[ Fioge ot  BEET S ERERE

- 51 Fontdssoc

-1 GraphicsDrivers
771 GroupOrderList
1770 hivelist

51 IDConfigDB
1 Keyboard Layout
1 Keyboard Layouts
=1 Lsa

- #1 MediaProperties
- 1 MediaResources
- 1571 MetwaorkProvider
1 Nis

- =71 Print

=71 PricrityCantrol
771 ProductOptions

=1 SecurePipeServers
71 AllowedPaths
[#1 SecurityProviders
771 ServiceGroupOrder
[ 571 ServiceProvider
 #1 Session Manager
F71 Setup
F[#1 SystemB ezources
1771 TimeZonel nfarmation
7 Update
= 771 VirtualD eviceDrivers

A

FREAD  [E2E =

FEE L (R A

8-2 Registry
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NT 4.0 8-2 Administrators
Domain Admins

SYSTEM CREATOR
OWNER kernel Registry
directory replicator print spooler
Registry winreg
replication print spooler winreg
ACL

Registry winreg
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HKLM\SYSTEM\CurrentControlSet\Control\S ecurePipeServers\winreg\
AllowedPaths

& Machine REG _MULTI_SZ R egistry
NT
enable replicaor print spooler event logger kernel
System\C urrentC ontrolSet\C ontrol\ ProductOptions
Software\Microsoftit\Windows NT\CurrentV ersion kernel
System\ CurrentControlSet\Control\Print\Printers print spooler
System\CurrentControl Set\Services\Eventlog event logging service

System\CurrentC ontrolSet\Services\Replicator directory
replicator
& Uses REG_MULTI_SZ User Domain Users
Registry
- Everyone:
HKLM\Softw are\Netscape\N etscape Navigator Machine
ACL Machine

(Registry Security ACLSs)

Registry ACL ACLs

E veryone
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NT
E veryone
NT 4.0 SP3 Authenticated
U ser E veryone anonymous guest
Everyone:
Everyone HKLM\SYSTEM\C urrentControlSet\
Control\SecurePipeServers\winreg\AllowedP aths
know ledge base Q127813
Everyone
HKLM SOFTWARE\ M cr osof t\ W ndows\ Cur r ent Ver si on\ Run
HKLM SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce
HKLM SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Uni nst al |
NT Run RunOnce
Uninsta |
HKLM\SYSTEM\CurrentControlSet\Service\Schedule Server
O perators Server O perators
SYSTEM -
Server O perators Administrator
HK L M\Software\Micros oft\WindowsN T\C urrentVersion\Winlogon Server
Operators U serlnit Boot Verificat ionP rogram
Registry
Office 97 HK LM\Software H KC U\Software
E veryone: Office
Internet E xplorer 4.0
Internet Security Systems, Inc. David

LeBlanc(h ttp ://www.iss.n et)
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Registry ACLs
Coopers & Lybrand HKCR
H KL M\Software\Microsoft\RPC HKL M\ Software\ Microsoft\Window s
NT\CurrentVersion Everyone:
Everyone
Aut henticated Users E veryone
Kirill Ermakov ekv@comp.chem.msu.su
HKLM\Software\Microsoft Everyone:
E veryone -
L anmanWorkStation LanmanServer
SMB
ISS David LeBlanc
everyone2user ftp://ft p.iss.net/everyone2us er.exe
Registry E veryone
Domain U ser Users
Registry everyone2user
know ledge base Q139342
LanmanServer

SYSKEY HKLM\S AM

unix NT
one-way function(0WF OWF
OWF "o w"

http://www.microsoft.com/ntserver/guid e/cooperswp.asp

Coopers & Lybrand
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OWF NT OWF
OWF
1997 LOpht Heavy Industries(http://www |0Opht.com
NT SAM OWF
U nix
NT
SAM OWF
Internet SAM
SAM
SYSKEY SYSKEY NT 4.0
SP3 NT Server Enterprise Editor NT 5.0
A ctive Directory NT 5.0
SYSKEY
SYSKEY
SYSKEY 128 SAM
password encryption key
PEK SYSKEY randomly
PEK NT PEK SAM
ERD
SAM

security authority LSA

NT5 betal
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kernel PEK SAM
NT PEK PEK
" PEK SY SKEY
SYSKEY PEK
kernel PEK
NT
SAM
passphras e
NT complex
obfuscation algorithm
security through obscurity
kernel
PEK
SYSKEY
NT Registry
NT PEK NT
PEK NT
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SYSKEY
SYSKEY SYSKEY
SYSKEY
NT 4.0 SYSKEY
key disk pas sphrases
ERD
pass phrases
SYSKEY
SA M
ERD
ERD
SYSKEY
SAM -
SYSKEY
NT
SYSKEY
NT PEK PEK
passphrase key floppy
ERD ERD
key floppy

SYSKEY ERD SYSKEY hotfix

service
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pack SY SKEY SYSKEY
SYSKEY
& post-SYSKEY ERD
ERD
ERD Registry
& pre-SYSKEY ERD Registry
NT
ERD Registry SYSKEY
& preinstall-SYSKEY ERD hotfix service pack
service pack hotfix
ER D-
ERD
NT
SYSKEY SYSKEY
SYSKEY
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AEleen Frisch
Essential windows NT System Administration

3, SYSKEY 2
4. SYSKEY
1
SYSKEY
ERD
SYSKEY
SYSKEY.EXE SAM
SYSKEY 8-3

IFFEHETT Windows NT IRE I ER S

o] LEREE T B IR S
jgiﬁ ﬁgﬁﬂmm%’ﬁﬁﬁiﬁ%mﬁﬁﬁ
SEENE— EE R TSR -

= {ERN0ED)
= EHINIE R
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8-3 SYSKEY
SYSKEY

IRE RS

O EREEENE)

AR i e M S

ERE(W |

=

% FRETEIIERE)

R R LD
FiEERTE P =R — R -

O R AT E AR L (L
IR CETTIE A - SSHE AR

ETEPRTEEATEE -
mE | EmE |
8-4 SYSKEY
o passphrase

12

SYSKEY

SYSKEY

128

pas sphrase
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exploding!friendly*holiday ga loping_sleepy#motorhome NT
passphrase
128
o
NT 128
— NT
StartKey.key
ERD —
— HKLM\SYSTEM
SY SKEY
SYSKEY
SYSKEY
passphrase key
floppy

SYSKEY 8|

John von Neumann
NT
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SYSKEY
SYSKEY SYSKEY
SYSKEY
8-4
SYSKEY
SYSKEY HKLM\SYSTEM
pass phrase
SYSKEY key disk passphrase
wirahmc M T 5iaiug Kem Nk 8-6 pass phrase
LAY TR PRI O I W T I R SYSKEY
!k\ [ I NTTEEE I EATTT TR I B A TR W I
5_ zh=nze
I.-ﬁu :Il'd,T:..li::I::'u-'l:lll Ed 1 o
ropa T A I
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WirshmwcHT S1aihg Fexmnnl

M=ara spms e ooom o smnesns i o0 isbacl
E‘\ th s 3 v dd cabollim.zlm: weng:

[acemcez: I------------.

| I | Tam
8-6
SYSKEY
3 ERD
SYSKEY SYSKEY
SYSKEY ERD
SYSTEM SAM hive
HKLM\SA M PEK
SYSKEY HKLM\SYSTEM
SYSTEM SAM hive -
SAM NT
SYSTEM

SAM ERD hive



294 /

NT 4.0 service pack SYSKEY
winlogon.exe samsrv.dll samlib.dll
syskey.exe SAM
NT system.log
service pack hitfix Internet Explorer
system.log
DLLs
SYSKEY hotfix service pack system.log
winlogon.exe samsrv.dll samlib.dll SYSKEY
SYSKEY
NT
SYSKEY ERD SAM SYSTEM hive
SYSKEY winlogon.exe samsrv.dll
samlib.dll
(Registry
format) NT SY SKEY
ERD ERD

SAM SYSTEM

ERD
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ERD NT ERD
ERD ERD
ERD 8-2
8-2 ERD
ERD
SYSKEY preinstall ER D SY SKEY
NT
winlogon.exe samsrv.dll  samlib.dll
SYSKEY pre-SYSKEY ERD SY SKE Y
SYSKEY

ERD CD
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SYSKEY postSYSKEY ERD
Registry
Registry hive hive
NT R egistry
Registry
Registry

Registry Size Limit(RSL RSL

Registry
RSL
http:/ /ww w. microsoft.com/kb/default.asp

RSL

RSL

80%
8-7
RSL 80% RSL
80%
33%
RSL
NT 4.0 8-7

RSL

ERD

Ipassphrase

ERD

Registry

NT

know ledge base

CD

Maximun Registry Size

20-25%

RSL

RSL

RSL

RSL
RSL
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FEBEEEIEEE
i (R (D) SFEEF] (MB) [ wE ]
Co [WINDS] s
¥

2 r —
G T
IEE R E A

PEERELEE: D: [NT SERVER]

T ZER: 241 MB

FRAEAR ] (MBYD: |54

oAl (MBE:  [114 SRAELE)

Fre iRt B 3 a0 E

RETHIRME:  2MB

FBCEIE: 75 ME

BifiE: 64 ME
A

BrighEiER]  SMB

BEFfMEE (MENRR 13

8-7
Registry
5 Registry Registry

NT Registry
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NT

12/2/97 11:

Obj ect
bj ect
Obj ect
bj ect

CreatorOw ner SYSTEM Administrator

Everyone

NT

27:19 PM Security Success Audit bject Access 560 Admi nistrator BOOVBOX
Qpen:

Server: Security
Type: Key
Nane: \ REG STRY\ USER\ S- 1- 5- 21- 34824712- 245319459- 1244863647- 500

New Handle ID: 240

Qperation ID: {0, 47947}

Process 1D 2161664032

Primary User Name: Administrator
Primary Domai n: BOOVBOX

Primary Logon |D: (0x0, Ox1E35)

dient
dient
dient

User Name: -
Domai n: -

Logon |1 D: -

Accesses Create sub-key

Privil eges -

R egEdt32

HKCU
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HKCU

O bject Name

Registry
SomarSoft DumpEvt (http://w ww.somasoft.com Perl
script Win32::EventLog Event Log

Registry Designed for Windows 95 Designed for
Windows NT H KLM\SO FTWARE HK CU\SOFTWARE

HKLM\SOFTWARE\NETSCAPE HKLM\SOFTWARE\Qualcomm

HKLM\SOFTWARE
Netscape
HKLM\SOFT WARE \Nets cape H KC U\SOFT WAR E \Nets cape

NT DLL
NT NetWare gat ew ay DLL
DLL
DLL DLL
NT
HKL M\SY STEM\ CurrentControlSet\Control\Lsa\N otification Packages
DLL

NT
Microsoft
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Resource Kit

R esource Kit NT Workstation Resource Kit NT Workstati on
NT Server Resource Kit

Workstation

“ betad” telnet server beta

Resource Kit US$150

Resource Kit

NT 4.0 Resource Kit CD 8-3 R egistry
NT 3.1 Resource Kit 1997
resource kit ftp://ftp.micros oft.com/bus sys/
winnt/w innt-public/reskit/nt40 reg.exe reg

resource kit CD

8-3 Resource Kit Registry

comp leg .exe Reg istry - diff
reg.exe REG:
hive
regback.exe Reqistry hive 3
regrestexe
Registry
regchg.exe eg.exe
regdel.exe HKLM eg.exe
regdirexe
regdmp.exe Dump

regentry.hlp NT
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regfind .exe Registy
grep  RegEdit search
regini exe command script
regkey.exe (
)
((€19)))
regread.exe HK LM reg .exe
8-3
regsec.exe
restkey.exe SAVEKYE reg .exe
rktools.hlp Resource K it
negchg exe reg.exe
savekey.exe reg .exe
REG:
reg.exe RegEdt32
RegEdt32
Registry RegEdt32
Registry
7 Registry Registry
Perl reg
net reg net
reg query
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add update delete copy save backup restore

query HKL M

C:\ntreskit>reg query HKLM Software\ Qual conm/s
Li sting of [ Software\Qual commi

[ Eudor a]
[ Eudora\ 3. 0. 1]

reg query

REG QUERY [rootKey\] key [\value] [machine] [/

rootKey

HKCR HKU HKCC

key
rootkK ey
value
key
machine
HKLM  HKU
Is

key

load

HKL M

key

unload

HKLM

reg

HKCU
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reg add Registry

reg

REG ADD [root Key\] key [\val ue=newVal ue] [ machi ne] [dataType]

rootKey
HKLM HKCU HKCR
HKU HKCC HKLM
key
rootkKey
value
key
newValue
machine

HKLM HKU

dataType
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REG SZ REG_MULTI_SZ
REG_EXPAND SZ REG_DWORD REG_SZ
REG_DWORD newV alue

checkbox

reg add SYSTEM Current Control Set\ Servi ces\ RasMan\ Par anet er s\ Di sabl eSavePasswor dVal ue=1

reg update
ACL
Registry reg

REG UPDATE [root Key\] key [\ val ue=newval ue] [ machi ne]

rootkey
HKLM HKCU
HKCR HKU HKCC HK LM HKU
HKL M
key
rootKey
value

key
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newValue
DWORD
machine
HKLM HKU
reg del ete
reg update ACLs /
Registry

REG DELETE [ root Key\] key [\val ue] [ machi ne]

rootKey

HKLM HKCU
HKCR HKU HKCC HKLM HKU
HKLM

key
rootKey
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value
key
machine
HKLM HKU
reg copy reg
hive

REG COPY [srcRootKey\] srcKey [\srcValue] [ srcMachine] [destRootKey\] destKey

[\ dest Val ue] [ dest Machi ne]

SrcR ootKey

HKCU HKCR HKU

srcKey

srcValue

srcK ey

srcMachine

HKCC

key

HKLM

srcKey

HKLM
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HKL M H KU

destRootKey

HKLM
HK'U HK LM

destKey

destValue

srcValue

destMachine

Registry

reg copy sof tware\qual conm eudora software\ qual comm eudor a- 3.0

REGBACK REGREST hive reg
RegEdt32
reg save reg backup
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REG SAVE [root Key\] key fileNane [nmachine]

rootkey

HKCR HKU HKCC
HKL M

key

rootKey

fileName

machine

reg save HKLM ny-profile
hive

reg restore

REG RESTORE fil eName [rootKey\] key [machine]

fileName

rootkey

HKCR HKU HK CC

fileName

hive

reg

HK LM

HKLM

HKLM
H KU

rootk ey

HKLM
HKU

HKCU

HKCU
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HK LM
key
machine
HK LM HKU
hive
5 R egi stry
hive
reg
reg load hive reg restore
hive
reg load hive hive

REG LOAD fil eName [rootKey\] key [machi ne]

fileName
hive
UNC

rootKey
hive
HKLM

key

hive

RegE dt32
HKLM HKU

reg load

Registry

HKLM HKU
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key HKLM HKU HKLM HKU
machine
hive
ntuser.dat hive
ntuser.dat ntuser-default
reg | oad ntuser-default DefaultProfile
hive
hive reg unload hive

REG UNLOAD [root Key\] key [machine]

rootkey

HKCR HKU HK CC
HKL M

key
key

machine

hive

HKLM HKCU
HKLM HKU

HKLM HK U

resource kit
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Regi stry windiff
compreg NT 4.0 resource kit
Registry

COVPREG keyl key2 [-v] [-r] [-d] [-g] [-n] [-h] [-7]

key1l

key?2

9

WENIGMA\HKEY_LOCAL_MACHIN EASOFTWARE\L JL

Registry
HK
\\E NIGMA\ImM\SOFT WARE\LJL
H KCU
keyl
compreg
keyl key2
verbose
errorlevel
switch compreg
help

Registry

conpreg sof tware\ M crosof t\ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl orer \\arnory

Registry
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Registry

REGFIND [-h hiveFile hiveRoot |
[-i tabStop]
[-p keyPath]

-h hiveFile hiveRoot

[-0 output Wdth]

grep findstr
regfind

resource kit

-w win95Dir | -m\\nachine]

[-z | -t dataType] [-b | -B] [-y] [-n]
[searchString [-r replacementString]]

hive

-w win95Dir

regfind
system.dat

-m machine

regfind

-i tabStop
tabstop

-0 outputWidth
regfind

-p keyPath
regfind

win95Dir

hi ve

keyPaht

reg save RegEdt32

Windows 95 user.dat

NT

240

HKEY_LOCAL_MACHINE



Registry / 313

HKEY _USERS HKEY_CURRENT_USER USER HKCR HKCC
HKL M
swi tch regfind Registry
-Z 0 REG_MULTI_SZ

REG_EXPAND_SZ

-tdataType

regfind
REG_SZ REG_MULTI_SZ
REG _BINARY REG _NONE

SZ
-b regfind
REG_BINARY
-B -b Unicode
-y sz

REG_EXPAND_SZ REG_D WORD
regfind

ANSI

regfind

REG_DWORD REG_BINARY REG_NONE

searchString

REG_DWORD
(0)%
DWORD
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-r replacementString

replacementString searchString searchString replacementString
-r

— searchString replacementString

searchString REG_BINARY -r
— -z -r replacement string

regfind
—  -r

Mac

C\ntreskit>regfind -y -n Mac
Scanning \Registry registry tree
Case Insensitive Search for 'Mac'
W Il match values of type: REG SZ REG EXPAND SZ REG MULTI _SZ
Search will include key or val ue names
\ Regi stry
Machi ne
SOFTWARE
M crosoft
AsyncMac
Exchange
dient
Mac File Types
Shared Tool s
Text Converters
Export
MSWr dvac4
MSWor dMac5
MsWor dvac51
I mpor t
MsWor dMVac
SYSTEM
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Cont r ol Set 001
Servi ces
AsyncMac
AsyncMac2
Event Log
System
AsyncMac
Cont r ol Set 003
Servi ces
AsyncMac
AsyncMac?2
Event Log
System
AsyncMac
Users
S-1-5-21-1944135612- 1199777195- 24521265- 500
Sof t war e
M crosoft
Nt backup
Backup Engi ne
Process Macintosh files =1
Machi ne Type = 0
Tel net
Machi nel = fly. hiwaay. net
Last Machi ne = hq
Machi ne2 = hq

regfind finds tr

NTREGMON Registry

grep

R egEdt32 R egEdit

Registry
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NTREGMON
http:/ /ww w.ntinternals.com/ R egi stry
log
Registry NT RE GMON
NT Registry
NTREG MO N
Registry API hook
NTREG MON
RegEdt32
R EGMON Registry
SAM SECURITY hive NT 351 NT 4
hive
1. SYSTEM
2 NT at
RegE dt32 1:35 P. M.
RegE dt32 1:36 P.M.
at 13:36 /interactive regedt 32.exe
RegE dt32 SYSTEM

HKLM\SYST EM HKLM\SAM

hive
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7 Il 3
File Options Zearch Help

H RBE | v

# | Process | Request | Path | Result | Other -
588 fapisrv.exe Query¥alue HELMWEYSTEMCumentControliet,...  SUCCESE "AaT"
580 fapisrv exe Query¥alue HELMWYSTEMY CumentControliets...  NOTFOU..
590 fapisrv.exe CloseKey HELMWSYSTEMYCurrentControliets...  SUCCESE e 0xE11CCAZ0
501 Explorer.exe Cpenkey HECTW Contmol PanelInput Method SUCCERS Eew OxEL11CCALZ0
502 Explorerexe QueryValue HECTControl Panelilnput Method'sh..,  BUCCESS "1
503 Explorer.exe ClosEey HECTW Contmol PanelInput Method SUCCERS Eew OxEL11CCALZ0
504 Explorer.exe Cpenkey HECTW Contmol PanelInput Method SUCCERE  Kew O<E1EFIDAD
505 Explorer.exe Query¥alue HECTWContml PanelInput Method'sh... SUCCESE "
506 Explorer.exe ClosEey HECTW Contmol PanelInput Method SUCCERE  Kew O<E1EFIDAD
507 Explorer.exe Cpenkey HECTW Contmol PanelInput Method SUCCERS Eew OxEL11CCALZ0
508 Explorerexe CrueryValue HECTMControl Panellnput Method'sh...  SUCCESE "1
500 Explorer.exe ClosEey HECTW Contmol PanelInput Method SUCCERS Eew OxEL11CCALZ0
600 regedt¥2 EXE CloseEey HECRVCLRID SUCCESS  Eey: 0xE17C66C0
601 regedt¥2 EXE CloseEey HECTSoftware'Microsoft Windowsh...  SUCCESS  Eew OxE1BE2720
602 regedt¥2 EXE CloseEey HELMWYRTEMY CumrentControliet..  SUCCERS  Kew OxE138C540
602 corsexe Openkey SUCCERS  Key OxE138C5A0
604 carsexe CpenKew HECT\AppEvents\Schemes SUCCESS Kew: OIxE1BE2720
605 caossexe Query¥alue HECT ppEventsWichemesy Defanlt) SOCCESS " Current”
606 carsexe ClozKey HECTWAppEventsSchemes SUCCESS Key: 0xE1BE2720
607 cosmexe ClosKey HECT SUCCERE Key: 0xE138C540
608 cossexe Cpenkey HECT SUCCERS  Kew: OxE138C5A0
609 caorssexe Cpenkey HECTAppEventsWichemesippst Def... SUCCESE  Key: OxE1BE2720
610 carmexe CrueryValue HECT\AppEventdSchemes\dpps\ Def...  SUCCESE "
611 cassexe ClosEey HECTAppEventsWichemesppst Def... SUCCESE  Key: OxE1BE2720
612 carssexe CloseEey HECT SUCCESS  Eew: 0xE138C540
613 cossexe Cpenkey HECT SUCCERE Kew: OxE138C5A0
614 cassexe Cpenkey HECTAppEvents\chemesppst Def... NOTFOU..
615 corsexe QueryValue HECTUY Defaulf) NOTFOU...
616 carssexe CloseEey HECT SUCCESS  Eew: 0xE138C540
617 cassexe Cpenkey HELMGoftwareMicrosoftWindowsh...  SUCCESE  Kew 0xE138C540
618 cossexe Cpenkey HELMWoftware\MicrosoftWindows,...  NOTFOU..
619 carsexe QueryValue HELMWGoftwareMicrosoftiWindows,...  SUCCESS "DAWINN Tidedia”
620 carssexe ClozKey HELM'Software'MicrosoftiWindows...  SUCCERS Key: 0xE128C540
621 regedt¥2 EXE CloseEey HECTSoftware'MicrosoftRegEdtiay . SUCCESS  Eew OxE13A0FEQD
622 regedt¥2 EXE CloseEey HECE SUCCERS  Kew: OxE135C5EQ
623 regedt¥2 EXE CloseEey HECT SUCCERS  Kew: 0xE1714EG0
624 regedt¥2 EXE CloseEey HECTSoftware'Microsoftintemet Ex...  SUCCESS  Eew: OxE12E3EEQ
625 regedt¥2 EXE CloseEey HELMWSystemVControlietd0 1 Hardwa...  STCCESS  Eew 0xE13583C0
626 regedt¥2 EXE CloseEey HET SUCCERS  Eey: OxE17AC2A0 —
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