check com pat ()

= | checkcompat()

sendmail checkcompat()

& guest uid
o identd 8 $s $
L Recei ved:

L spamming mail-bombing
bad

119
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checkcompat() src/conf.c
checkcompat()
checkcompat()
checkcompat ()
C
sendmail checkcompat()
checkcompat()

20.1 checkcompat()

sendmai | M=
§ 30.4.7 bounce V8.8
sendmail check_compat § 29.10.4
sendmail checkcompat()
checkcompat() sendmail
checkcompat() <sysexits.h> EX_OK
EX_TEMPFAI L
sendmail checkcompat (
V8.10.2 sendmail ch eckcompat() sendmail/conf.c
V8.8 sendmail check_compat §29.10.4

checkcompat() C
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20.1.1 checkcompat()
src/conf.c C checkcompat ()
checkcompat()

checkconpat (to, e)
regi ster ADDRESS *to;
regi ster ENVELOPE *e;

to typedef ADDRESS ADDRESS
e typedef ENVELOPE
linked list ENVELOPE
ADDRESS *to 20-1 V8.8
sendmail checkcompat ()
sendmail.h *to

20-1 ADDRESS *to

char * q_paddr

char * q_user 0 § 29.6 $:
char* q_ruser

char * g _host 0 §29.6 $@
stuct mailer * q_mailer 0 § 29.6 $#
u_long q_flags §37.3.1 37-1

uid_t q _uid q_ruser uid

gid_t q_guid g_ruser gid

char * q_home home directory

char * q_fillname  qg_ruser geos

stuct address * g _next chain ADDRESS

structaddress * g _alias

char* q_owner g_alias
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ENVELOPE *e 20-2
V8.8 sendmail checkcompat()
sendmail.h *e

20-2 ENVELOPE *e

HD R * e header
time _t e _ctime

A DDRESS e from
ADDRESS * e _sendqueue

long e_msgsize

long e flags § 37.5.12 37-3

int e nrepts

shont e _hopcount hop count

checkcompat() sendm ail

sendmail

checkcompat()

20.1.2
V8.8 sendmail 100 sendmail.h
conf.c sendmail

file descriptor
checkcompat()
sendmail C

checkcompat ()
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RealHostAddr
IP union sockaddr_
R ealHostName
1P [1
LoglLevel
sendmail LogLevel
L § 34.8.33 checkcompat()
LogLevel 12
SMTP
MatchGecos
Mat chGECOS G
§ 34.8.34 passwd 5
checkcompat() Mat chGecos
checkcompat()
L § 20.2.1
L § 20.2.2
o guest § 20.2.3
L identd § 20.2.4

é R eceived: § 20.2.5
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& 8§ 20.2.6
checkcompat()
sendmai l sendmail
proxy
sendmail sendmail
checkcompat()
# define OUR_NET_I N HEX 0x7b2d4300 /* 123.45.67.0 */

# define OUR_NETMASK OxffffffO00

1

2

3

4 checkconpat (to, e)

5 regi ster ADDRESS *to;
6 regi ster ENVELOPE *eg;
7

8

9

if (tTd(49, 1))
printf("checkconpat (to=%, from%)\n",

10 to- >q_paddr, e->e_from q_paddr);

11

12

13 if (Real Host Addr.sa.sa_famly == 0)

14 {

15 /* */

16 return EX OK;

17 }

18 if (Real Host Addr.sa.sa_famly != AF_INET ||

19 (Real Host Addr . si n. si n_addr.s_addr & OUR_NETMASK) ! = OUR _NET_I N_HEX)

20 {
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21 usrerr("553 End run mail not allowed");

22 e->e_flags | = EF_NO _BODY_RETN;

23 to->g_status = "5.7.1";

24 return (EX_UNAVAI LABLE);

25 }

26 return (EX_OK);

27 }
usrerr() 21

EX_UNAVAI LABLE 24

postmaster
Post mast er Copy P § 34.8.46
EF_NO_BODY_RETN 22
8§ 37.5.12 37-3
to->q_status 23 DSN
RFC 1893 5.7.1 7 5
1

Real Host Addr
0x7f000001 127.0.0.1 localhost

20.2.2

conf.c checkcompat()

checkconpat (to, e)
regi ster ADDRESS *to;
regi ster ENVELOPE *e;

A W N
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© 00 N o o

11
12
13
14
15
16
17
18
19
20
21
22
23
24

mail hub

L J

to

if (tTd(49, 1))
printf("checkconpat (to=%, from%)\n",
to->g_paddr, e->e_from qg_paddr);

if (Real Host Addr.sa.sa_fanily == 0)

{
/* */
return (EX_OK);

}

I* */

if (!bitnset(MLOCALMAILER, to->g_nailer->mflags))
{
usrerr("553 External gateway use prohibited");
e->e_flags | = EF_NO_BODY_RETN,
to->q_status = "5.7.1";
return (EX_UNAVAI LABLE);

}
return (EX_OK);

16
sendmail
checkcompat() 16 F=I
§ 30.8.28
mail hub
1P § 20.2.1
C
e->e_from >q_host
$=w § 32.5.8 wordinclass()

20.3.8 $=w
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*include*

20.2.3

900 999 uid guest user

checkcompat (

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

#defi ne MAXGUESTSI ZE 8000
#def i ne MAXGUESTNRCP 4

checkconpat (to, e)
regi ster ADDRESS *to;
regi ster ENVELOPE *e;

if (tTd(49, 1))
printf("checkconpat (to=%, from%)\n",
to- >q_paddr, e->e_from q_paddr);

/* q_uid uid - */
if (! bitset(QGE0O0DUI D, e->e_fromg_flags))
return (EX_OK);
if (e->e_fromqg_uid <900 || e->e_fromqg_uid > 999)
return (EX_OK);
if (e->e_nmsgsize > MAXGUESTSI ZE)
{
sysl og( LOG_NOTI CE,
"Quest % attenpted to send %l size",

e->e_fromg_user, e->e_nsgsize);

usrerr("553 Message too large, % max", MAXGUESTSI ZE);

e->e_flags | = EF_NO_BODY_RETN,
to->q_status = "5.7.1";
return (EX_UNAVAI LABLE);



128 /

27 }

28 if (e->e_nrcpts > MAXGUESTNRCP)

29 {

30 sysl og( LOG_NOTI CE,

31 "Cuest % attenpted to send %l recipients",

32 e->e_fromq_user, e->e_nrcpts);

33 usrerr("553 Too many recipients for guest, %l nax",

34 MAXGUESTNRCP) ;

35 e->e_flags & ~EF_NO BCODY_RETN,

36 to->q_status = "5.7.1";

37 return ( EX_UNAVAI LABLE);

38 }

39 return (EX_OK);

40 }

14 q_uid
QGOODUI D QGOODUI D
24
35
§ 37.5.12
20.2.4 identd
SMTP sendmail
$s § 31.10.33 Ti meout . ident § 34.8.70
sendmail RFC 1413
identity
$_ § 31.10.1
$s $_
checkcompat()
1 checkconpat (to, e)
2 regi ster ADDRESS *to;

uid

37-3
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12
13
14
15
16
17
18
19
20
21
22
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24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

checkcompat()
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regi ster ENVELOPE *e;

char *s, *u, *v;
int len;
static char ol d_s[ MAXHOSTNAVELEN ;

if (tTd(49, 1))
printf("checkconpat (to=%, from=%)\n",

to->q_paddr, e->e_from q_paddr);

1* $s | ocal host $=w */
if ((s = macvalue('s', e)) == NULL)
return (EX_OK);

if (strncasecnp(s, old_s, MAXHOSTNAMELEN-1) == 0)
return (EX_OK);
el se
(void)sprintf(old_s, "%*s", MAXHOSTNAMELEN-1, s);
if (strcasecnp(s, "local host") == 0)

return (EX_OK);
if (wordinclass(s, 'W) == TRUE)
return (EX_OK);

if ((u=mcvalue('_', e)) == NULL)
return (EX_OK);

if ((u=strchr(u, '@)) == NULL)
return (EX_OK);

if ((v =strchr(u, " ")) !'= NULL)

*v = '"\0';
len = strlen(u);
if (v I= NULL)
ky oz
if (strncasecnp(s, u, len) I'=0)
{
auth_warning(e, "$s=% doesn't match $ =% *s", s, len, u);
}

return (EX_OK);
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16 $s
sendmail checkcompat () $s
20 22
offsite $s $_
35 X- Aut hentication-Warning:
37 PrivacyOptions. authwarning p
§ 34.8.47
20.2.5 Received:
§ 20.2.1 mas ter
header Recei ved:
checkcompat()
1 # define OUR NET_IN HEX 0x7b2d4300 /* 123.45.67.0 */
2 # define OUR_NETMASK OxffffffO00
3 # define LOOP_CHECK " X- Loop- Check"
4
5 checkconpat (to, e)
6 regi ster ADDRESS *to;
7 regi ster ENVELOPE *e;
8
9 HDR *h;
10 int cnt;
11
12 if (Real Host Addr.sa.sa_famly == 0)
13 {
14 /*
15 return EX OK;
16 }
17 if (Real Host Addr.sa.sa_famly != AF_INET ||
18 (Real Host Addr. si n.sin_addr.s_addr & OUR_NETMASK) != QUR _NET_I N _HEX)
19 {
20 /* */



21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40 O}

28

Recei ved:

Recei ved:
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return EX_OK;
}
if (hval ue(LOOP_CHECK, e->e_header) != NULL)
{
/* */
return EX_OK;
}
addheader (LOOP_CHECK, "", &e->e_header);
for (cnt = 0, h = e->e_header; h != NULL; h = h->h_link)
{
if (strcasecnp(h->h_field, "received") !=0)
conti nue;
if (cnt++ == 0)
continue;
cl rbi t map(h->h_nflags);
h->h_flags | = H ACHECK;
}
return (EX_OK);
Recei ve:
12
17 18
23
Recei ved:
30
32 Recei ved:
34 Received:
?flags? 36 H_ACHECK 37
8§ 20.3.3
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Intemet
spam
mail bomb
1
checkcomapt()
checkcompat ()
2
user @pam host spam
user @onb. host borb
@
spam bomb
letc/mail/blockusers
% makemap hash /etc/mail/bl ockusers.db < /etc/mail/blockusers
hash db 8
33.2
1
2 V8.8 check_mail § 29.10.1 SMTP MAIL

check_mail checkcompat()


mailto:user@spam.host
mailto:user@bomb.host
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K § 33.3

Kbadusers hash -o /etc/ mail/bl ockusers. db

m4 mc LOCAL_CONFI G
§ 19.6.30
checkcompat()
1 checkconpat (to, e)
2 regi ster ADDRESS *to;
3 regi ster ENVELOPE *e;
4 A
5 STAB *nap;
6 char *p;
7 int ret =0;
8
9 map = stab("badusers", ST_MAP, ST_FIND);
10 if (map == (STAB *)NULL)
11 return (EX_OK);
12 p = (*map->s_map. map_cl ass- >map_| ookup)
13 (&map->s_map, e->e_from q_paddr, NULL, &ret);
14 if (p == NULL)
15 return (EX_OK);
16
17 if (strcasecnp(p, "spam') == 0)
18 {
19 usrerr("553 Spanming nail rejected from%",
20 e->e_from q_paddr);
21 to->g_status = "5.7.1";
22 return ( EX_UNAVAI LABLE);
23 }
24 if (strcasecnp(p, "bonb") == 0)
25 {
26 usrerr("553 Message rejected from mail-bonber %",
27 e->e_fromq_paddr);
28 e->e_flags & ~EF_NO BODY_RETN,
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29 to->q_status = "5.7.1";

30 return (EX_UNAVAI LABLE);

31 }

32 return (EX_OK);

33 }

badusers 9
11
12 15
spam 17
19
24
envelope.c

dropenvelo()

sendmail checkcompat()

sendmail
sendmail
20-

3

20-3 checkcompat()
adheader 20.3.1

defne 20.3.2
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hvalue

macid

20.3.3
2034
2035

macvalue 20.3.6

>map _lookup 20.3.7

wordinclass 20.3.8

V 8.8 sendmail

sendmail

addheader()

void

20.3.1

A W N

addheader()

char val ue[ MAXLI NE] ;

(void)sprintf(value, "Screened by checkcompat() for %", q_user);

(voi d) addheader (" x- screened", value, e->e_header);

addheader()

addheader() 4

addheader NULL
sendmail core-dump
sendmail
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define() void

20.3.2

checkcompat() define()

define( macid, value, envel);

A maci d
maci d macid() val ue
envel
checkcompat() e
$A
${foo}
5 int md;
6
7 [ *
8 * A single-character name is given a value that is the address
9 * of a character constant.
10 */
11 define( '"A, "some text as a value", e);
12
13 /*
14 * Amlti-character nanme is given a value that is in malloc()d
15 * menory space.
16 */
17 md = macid("{foo}", NULL);
18 define(md, newstr(to->q_paddr), e);
val ue
define()
18 new str()

newstr()
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macid () 17 $
8§ 3142
- d35 8§ 37.5.120
readcf.c
munchstring()
20.3.3
sendm ail
sendmail
X- Accounting:
1 HDR *h;
2
3 for (h = e->e_header; h != NULL; h = h->h_link)
4 A
5 if (strcasecnp(h->h_field, "x-accounting") != 0)
6 conti nue;
7 cl rbit map(h->h_nflags);
8 h->h_flags | = H ACHECK;
9 1}
3
5
?flags? 7 H_ACHECK 8
8 35.5 H_ACHECK
hvalue()
20.3.4

hvalue()
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1 char *field,

2

3 field = hval ue("nmessage-i d", e->e_header)

4 if (field == NULL)

5 {

6 /* Message- | D: */

7 }

hvalue()
hval ue() 8§ 35.3
Recei ved: hvalue()
macid()
20.3.5
macid()
macvalue() wordinclass()
A {foo}

1 int md;

2

3 md = macid(" A", NULL);

4

5 md = macid("{foo}", NULL);

macid ()
3 character-

constant value

macid()

"

‘A’ 5
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macid NULL
null

1 char *str = "local host is ${lhost}, so there.";

2 char *cp, *ep;

3 int nd,

4

5 if ((cp = strchr(str, "$')) != NULL)

6

7 md = macid( cp+l, &ep );

8 1}

7 macid()
ep Str 1
macv al ue()
20.3.6
macvalue()

1 char *val;

2 int md,

3

4 val = macvalue( 'A, e);

5

6 md = macid( "{foo}", NULL);

7 val = macvalue( md, e);

4 macvalue() A
6
macid()
macvalue()
7

vacva ue() NULL



140 /

->map_lookup()

20.3.7

dbm
drop mak e map § 33.2

Kbouncel i st dbm -0 /etc/bounceli st

K § 33.3 bouncel i st
1 STAB *nap;
2 char *p;
3 int r =0;
4
5 map = stab("bouncelist", ST_MAP, ST_FIND);
6 if (map == (STAB *)NULL)
7 return (EX_OK);
8 p = (*map->s_map.map_cl ass- >map_| ookup( &ap- >s_nap, to->g_ruser, NULL, &r);
9 if (p == NULL)
10 return (EX_OK);
11
12 if (strcasecmp(p, "drop") == 0)
13 /* drop the nessage on the floor */
map_Il ookup 8
to->q_ruser

<sysexits.h>

r map.c

ok
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§ 32.1.1

20.3.8
32.2.4
1 int md,
2
3 if (wordinclass( "local host",
4 /* */
5
6 md = macid("{foo}", NULL);
7 if (wordinclass( "local host",
8 * */
macid

macid()

"w) == TRUE)

md) == FALSE)

NUL L

w ordinclas s()

wordinclass()
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