UNIX

UNIX

crypt()

UNIX
UN IX

UNIX UNIX

PGP



UNIX
pass word

good password security
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one-time password

3.1

UNI X

username

UNIX
rachel

| ogin: rachel
password: H-ted

aut henticator
UNIX
UNIX

UNIX
UNIX

Rachel Cohen

identifier

account

character

character

character encoding

byte

octet

character repertoire

character code

256
255



UNIX
Sabrina

j ohn

j ohngr

j ohnr

jar

j qrandom
j random
random
randonj q

UNIX

UNIX

UNIX

John Q. Random

/ 51

Sabrina
Sabrina

Sabrina
Sabrina
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John avocado
t42
3 1 2
i X
mg@unipress.com

mg@aol.com t42 Xp9uubwl
xp9uubwl XpOuubwi
UNIX

3.2

UNIX
UNIX

3.2.1 /etc/passwd

UNIX /etc/passwd letc/passw d

cat letc/passwd
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root : fi3sED95i bqR6: 0: 1: Syst em Qperat or:/:/ bi n/ ksh

daenon: *:1:1::/tnp:

uucp: OOROM\OFyZf NE: 4: 4: : [/ var/ spool / uucppubl i c: /usr/lib/uucp/ uuci co
rachel : eH5/ . nj 7NB3dx: 181: 100: Rachel Cohen:/u/ rachel :/bin/ksh
arlin;:f8fk3j 10 f34.:182:100: Arlin Steinberg:/u/arlin:/bin/csh

root daemon uucp rachel arlin

| etc/passw d 3-1

3-1 /etc/passwd

rachel
eH5/.mj7NB3dx
181 uiD
100 GID
Rachel Cohen GECOS GCOS 1
lufrachel home directory
/bin/ksh shell 2
1 UNIX Bell Labs
UNIX RJE Remote Job
Entry GECOS RJE
/etc/passwd
GECOS General Electric Computer Operating System
GE
2 shell

Bourne shell /bin/sh shell
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shadow
uiD GID

3.2.2 /etc/passwd

time-sharing
client/server

/etc/passwd
letc/pass wd

@ Sun Microsystem NIS Network Information System

@ Sun Micosystems  NIS+

@ Open Software Foundation DCE Distributed Computing E nvironment

@ Next Netinfo

| etc/passw d

cat letc/passwd

Sun NIS NIS

cat /etc/passwd;ypcat passwd
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Sun NIS+ /etc/nsswitch.conf
/etc/passwd NIS+
niscat N IS+

ni scat -o passwd. bi gco

NetInfo /etc/passwd passwd
Netlnfo

ni dunp passwd /

DCE
/etd passwd
/etc/passw d
rdist
shell
/etc/passwd
/etc/passwd
cat-passwd
shadow UNIX cat-passwd
cat /etc/passwd NIS

ypcat passwd
getpwent()
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3.2.3

UNIX
authentication

3.2.4

UNIX

UNIX

shoulder surfing
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3.2.5
W indows Macintosh
UNIX
3.2.6 UNIX
UNIX

UNIX UNIX
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I nternet UNIX

UNIX
UNIX
authenticate identity
login
passw ord
| ogin: sarah
password: tunadfis—
UNIX
UNIX

UN X
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UNIX
1.
2.
A IX | etc/security/login.cfg logindelay
logindisable
loginreenable AIX
Linux 10

denial of
service
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3.4

passwd passwd

UN IX

% passwd

Changi ng password for sarabh.
A d passwor d: +tradfis-

New password: nosm s32

Ret ype new password: -hosai-s32-
%

UN IX

Sun Microsystems NIS NIS+
yppasswd nispasswd
passwd
NIS

NIS

BACKSPACE
erase

NIS+

DELETE
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tunafish
root
root
~ xdm
xdm
# @ UNIX

erase

kill
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ChangeMe
Intemet worm
ChangeMe
ChangeMe
SV R4 passw d -f
passwd -f nomemory
AlX
OSF/1 chfn
su su

% su nosmi s

passwor d: -mpassword
%

nosmis Mypassword-

telnet rlogin

% tel net |ocal host
Trying 127.0.0.1...
Connected to | ocal host
Escape character is '"]'

artem s |ogin: dawn

password: techtalk-

Last login: Sun Feb 3 11:48:45 on ttyb
%
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| ocal host

root

pas swd
# passwd cindy

New passwor d: -NewR-pas-

Ret ype new password: NewR-pas
#

3.6

3.6.1

Real Genius Laszlo Hollyfeld

Laszlo AAAAAA
AAAAAB AAAAAC
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AA AAA A
magic word
Internet
UNIX
UNIX
passw d

wizard

Xy zzy

BBS

Please use a longer password

demo

AAAAAA 27777
308,915,766
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3.6.2 Joe
Joe Joe
Joe

3.6.3

@

&

&

&

&

")

robotdmy eye-con

& Notfsw None Of This Fancy Stuff
Works auPEGC All UNIX Programmers eat green cheese Ttl*H iww
Twinkl e, twinkle, little star. How | Wonder what

robotdmy eye-con Notfsw TtI*Hiww auPEGC
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=] anany T ML~ T sgenmnlitns

passwd GECOS

wizard guru gandalf
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gwerty
UNIX
43,000,000,000,000,000
5,000,000
0.000000001 2
1.4 6
| @#$%N&*()_-+=[I|\;:"2/,. <>~ \ 4 @

escape literal erase kill

D Observing Reusable Password Choices
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3.6.4

kxyzzy
athena kxyzzya ems kxyzzye
?
Post-1t
2
Cyberpunks John Markoff Katie Hafner

—— Susan Thunder
Thunder
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lHuvfred
fredlluv vfredxylu Last week, | lost Uncle Vemon's ‘fried rice
& eggplant delight' recipe -remember to call him after 3 p.m.
The
Cuckoo's Egg Cliff Stoll
password
MUD WWWwW

3 p.m.
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3.7

one-time password

PIN

Crack

Alec

Bob

Alec AberMUD

Alec

Personal Identification Number

Alec Muffett

Bob

Bob
AberMUD

Crack

UNIX
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Alec Crack U senet

Bob Bob
Bob
Crack root

AberMUD

3.8

UNIX

| ogi n:
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